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Distributed Denial-of-Service Attacks
The cyberattack of 2016 on Dyn involved a series of malicious Distributed Denial-of-Service attacks also commonly known as DDoS attacks. Dyn primarily maps an internet domain name to its corresponding IP address as a DNS provider. Numerous DNS lookup requests from many IP addresses were targeted in the execution of the DDoS attack (Deka & Bhattacharyya, 2016). The attacks on Dyn were executed through a botnet that involved many devices connected to the internet including baby monitors, residential gateways, IP cameras, and printers that had been infected with the Mirai malware (Egbo, 2018). The attacks significantly affected North America and Europe by causing major internet services and platforms to be unavailable to users. Two groups that included New World Hackers and Anonymous claimed responsibility for the attack but little evidence was given to the same effect.
Dyn stated that they had received many malicious requests from numerous IP addresses. The link of the attack on Dyn to the Mirai botnet had been previously noted by BackConnect Inc which is a security entity (Greenstein, 2019). The Mirai botnet is designed to brute-force the security status of an Internet of Things device rendering it controllable from a remote location. There were several DDoS attacks according during the 2016 incident according to reports by Dyn. The initial attack that happened in the early morning of the material day was resolved within 3 hours. A second attack was reported later on, however, as many internet users reported difficulties in using certain internet services and platforms. Another attack was also reported after the second attack had been resolved. The company steered a robust communication campaign in response to the fears of their partners and customers in the market. 
Dyn was caught unawares with the DDoS attack given that a significant proportion of services and internet platforms were affected in one way or the other. There was a multi-faceted response to the incident with the US Department of Homeland Security being at the forefront of the investigation (Kadyrov, 2019). The attacks on the Dyn servers were reported to have been very complex unlike other DDoS attacks occasioned on such entities. Investigation into the perpetrator of the attack became very difficult because the source code for the Mirai had been released into the internet in an open source fashion. The government of the United States later noted that they had not arrived at any conclusions regarding the perpetrators of the attack. 
Conclusion
In conclusion, the complexity of the DDoS attack on Dyn cannot be overstated. The company’s vulnerabilities were exposed with the deployment of the Mirai botnet to attack various platforms and services connected to the internet through various devices. The nature and manner in which the attacks were executed ensured that the perpetrators remained anonymous. The fact that the source code of the Mirai botnet had been released into the internet in an open source fashion also heightened the difficulty of identifying the persons responsible for the attack. The attack significantly affected a huge population of users of various services and platforms on the internet.  
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